‘ Set Up Multi-Factor Authentication

(MFA) on Android

INFORMATION SHEET

WHAT DO | NEED TO KNOW?

TAFE NSW has introduced MFA for Students to help ensure the safety of our students’ information. PingID
is the MFA software used by TAFE NSW. This guide will show you how to set up PingID on your Android
device so that you can securely log in to TAFE NSW systems. This applies to Android OS versions 8.0 or later.

To complete this set up, you will need an Internet connected computer to log in on (it can be your own or a
TAFE one), and your up-to-date Android phone. You will also need to have a lock enabled on your Android
device, e.g.: a pass code.

Once you have finished this set up, be sure that you only allow log ins via your Android device when it is
you trying to log in to your account.

If you ever see a request on your device and you are not trying to log in at that time, then it could be

someone else with your password. Report such cases to the Student Technology Service Desk urgently on
131 601.

Steps

Step 1 - Download and Install PingID on your Android Device

Detailed steps Screenshots

On your Android device, go to the Google T

Play Store, search for PingID and install it on m o

your device. =2
o e

Download and install PingID from the Google Play Store.

Set Up Multi-Factor Authentication on Android Version 3.0 | Date: 18/01/2023 Page 10of 5



Set Up Multi-Factor Authentication

(MFA) on Android

INFORMATION SHEET

Step 2 — Set up Your PingID App on your Device

Detailed steps Screenshots
When login TAFE NSW i
enyoulogintoa > Activate MFA
system with your username and
password for- the ﬁrst tlme yOU W|” Multi Factor Authentication (MFA) is important to
’ keep your TAFE NSW digital information safe.
see the ACtivate M FA screen. As a student at TAFE NSW, you can choose to

activate MFA. To know more about MFA, please

I W
t www.tafensw.edu au/mfa 3 N
If you CIiCk on IIYEsll’ you W|“ then see visit https://www tafensw.edu.au/mfa ‘QL) ‘ T FE%
l \ =

. « Select 'Yes' to activate MFA NS
the “Welcome to PingID” screen on « Select'No' if you do not want MFA COVERNMENT

your computer. You can then click on Welcorme te Ping|D

u 7 . ?
START” to begin the process. AdyatoMer)
TAFE NSW is making your accounts more secure! PinglD
is the multi-factor authentication (MFA) application that
If yOU dO not want to use M FA ata | I, s makes it easy to verify your identity as you access TAFE

systems and applications. For help click here

START

Click on Start to begin the pairing process.

Your computer screen will show an -
Add a New Device
“Add a New Device” screen. You will

you can click on “NO”.

now need to open and configure the PingID Mobile Application
PingID app on your Android device

before scanning the QR code that is
showing on your computer screen.

Pairing Code:

2 Availabie for Available for
.iPhone&iPad” b Kndisia ]

Other Authentication Methods

fop ko [

Yublkey Security Key Desktop Authenticator

Open the PinglID app on your device to get it ready for scanning
the QR Code.
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Detailed steps Screenshots

The first time you open the PingID App
on your Android device, you will need
to accept the Terms of Service. Tap on
“Accept”, then tap on “I Understand”
on the next screen. Tap on “Continue”
on the Welcome to Ping ID screen.
PingID will then ask for permissions to
use your device’s camera,

notifications, and location to function

correctly. Tap on Allow or OK in each

—

Accept the Terms of Service and Allow Permissions.

of these cases.

Step 3 — Pair Your Android Device with PingID

Detailed steps Screenshots

Use your Android device’s camera to scan
the QR code that is showing on your PingID Mobile Appiication
computer screen. If you have any issues

scanning, you may instead choose to tap on
“Enter Pairing Key Manually” and then type

in the Pairing Code you see on your

computer screen.

Pair Your Device

Enter Pairing Ky Manualy

Scan the QR Code on your computer screen with your
device.
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Detailed steps Screenshots
Once successful, you should see a green To complete the paiing process, sy o

on your mobile device and scan the followill 2
‘thumbs up’ screen on your Android device. s )

Successfully scanning the QR Code or manually entering
the pairing key will result in the green “Success” on your

device.
Complete the set up by entering a Profile -
in |
name for yourself (you do not need to add a H"g _
L
photo), then tap on “Done”. 1
=
e

Enter a profile name for yourself and tap on “Done”.
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Step 4 — Authenticate with PinglID

Detailed steps Screenshots

From now on, after you log in using your

4 —_— \ —_—
password, you will need your Android ' ) oo
: B T.aal 2 Ping denty %
device with you to approve your log in. Do = , T

this by sliding up in the PingID App or by EE
Approving via the Notification that will i
appear on your device. If you do not receive

a Notification, you can enter the 6-digit

code showing in your device’s PingID App
into the screen on your computer after

clicking on “Use Code”.

Slide up to approve your login or tap on “Approve” when
your device notifies you, OR enter the 6-digit passcode
you see in your PingID App.
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