‘ Set Up Multi-Factor Authentication

(MFA) with YubiKey

INFORMATION SHEET

WHAT DO | NEED TO KNOW?

TAFE NSW has introduced MFA for Students to help ensure the safety of our students’ information. PingID
is the MFA software used by TAFE NSW. This guide will show you how to set up MFA using a YubiKey.

To complete this set up, you will need an Internet connected computer to log in on (it can be your own or a

TAFE one), and your YubiKey.

Steps

Step 1 - Log in to the TAFE Portal

Detailed steps

On your computer, log in to the TAFE Portal
at https://my.tafensw.edu.au.
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Screenshots

Sign in with your TAFE NSW account

UserID
im

Example: jane citizen1

Password

Forgot your password?

Have trouble logging in?

Help for TAFE staff Help for TAFE students

Login to your TAFE account.
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Step 2 — Activate MFA and Pair with your YubiKey

Detailed steps

When you log in to a TAFE NSW
system with your username and
password for the first time, you will
see the Activate MFA screen.

If you click on “YES”, you will then see
the “Welcome to PingID” screen on
your computer. You can then click on
“START” to begin the process.

If you do not want to use MFA at all,
you can click on “NO”.

If you clicked on “YES” and “START” in
the previous step, your computer
screen will show an “Add a New
Device” screen. You will now need to
click on “YubiKey”.
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Activate MFA

Multi Factor Authentication (MFA) is important to
keep your TAFE NSW digital information safe.

As a student at TAFE NSW, you can choose to
activate MFA. To know more about MFA, please
visit https://www.tafensw.edu.au/mfa

TAFE:

Welcome to PingID

« Select 'Yes' to activate MFA NSW
‘GOVERNMENT
« Select 'No' if you do not want MFA

Activate MFA?

TAFE NSW is making your accounts more secure! PinglD
is the multi-factor authentication (MFA) application that
makes it easy to verify your identity as you access TAFE
systems and applications. For help click here

START

Click on Start to begin the pairing process.

Add a New Device X

4 PinglD Mobile Application
o ne best experience, Install PIngID a

Pairing Code:

Avaitable for

PRRp—— & ‘
I @& iPronesiPad H > Android

Other Authentication Methods

EE
Yublkey Security Key Desktop Authenticator

Click on “Yubikey” to start the pairing process with your
YubiKey.
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When the “Yubikey” screen appears,

insert your YubiKey into an available Yubikey

USB port on your computer. Insert your Yublkey and press the button, or tap it, to
begin palring.
Your computer will detect the YubiKey

and ready it for use.

You can then gently hold your finger
down on the “y” button on your
YubiKey and it will fill in the code
onscreen and log you in.

You should then be Authenticated and
logged in.

Plug in your YubiKey and hold your finger on the “y” button.

Step 3 — Logging in with your YubiKey each day

From now on, when you log into your TAFE
account with your password, you will need
your YubiKey with you. It is a good idea to

keep your YubiKey on a keyring so that you
do not lose it or forget to keep it with you.

After typing in your TAFE password, you will
see a screen asking you to plug in your
YubiKey.

Plug your YubiKey into an available USB port
on the computer and gently hold your finger
on the “y” button on the YubiKey.
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TAFE Portal

Authenticating with YubiKey 1

Insert your Yublkey and press the button, or tap It, to
authenticate.

Forgot your device?
Plug in your YubiKey and hold your finger on the “y”
button.
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The YubiKey will enter your passcode and
you will be logged in.

You can now remove your YubiKey from the
computer and keep it safely with you.

Authenticated

You will be successfully logged in.
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